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Open Platform Video Management System with AI Capabilities

IDECO Company is seeking to procure an Open Platform Video Management System (VMS) with integrated
Artificial Intelligence (Al) capabilities. The proposed system should support integration with existing cameras,
either by connecting them directly to the VMS or applying Al features selectively based on site-specific
requirements. The system must be capable of generating automatic alerts upon detecting predefined events.

Camera footage will be stored across two locations: the main administration building and the Housha site.

The VMS should also support seamless integration with existing Network Video Recorders (NVRs). In the
initial phase, selected NVRs will be integrated into the system, with plans for full integration of all NVRs in

future phases. The goal is to establish a centralized platform for managing all CCTV and security systems

e Bidder Qualifications:

No.

Technical Requirement

Comply Y/N

1

The bidder must be an authorized partner for the proposed
VMS, storage, and servers. A partnership letter should be
submitted and addressed to IDECO Company.

The bidder must have successfully completed at least two VMS

implementations.

The bidder must have been established for at least 5 years.

Proof of this must be submitted

The bidder should have at least 15 employees registered with
the Social Security Corporation. Proof of this must be

submitted.

The bidder must have a qualified technical team trained on the
proposed VMS. Training or certification documents for at least
three (3) technical employees must be submitted, indicating
their competency in installation, configuration, and support of
the VMS.

10
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6 The bidder must comply with data protection and

cybersecurity standards applicable to the proposed solution.
Provide a brief statement of compliance and reference
standards (e.g., ISO 27001, local regulations).

e VMS Technical Specifications
The bidder must coordinate with the IDECO team to conduct a site visit to gather detailed information about
the existing system and its components. This visit will ensure compatibility and integration with the proposed

video management system and help determine the required quantities of licenses.

No. | Technical Requirement Comply Y/N

1 Open Platform Video Management System (VMS)

The VMS license must be perpetual, including both updates
and upgrades. A letter confirming this should be issued by the
VMS manufacturer and addressed to Irbid Electricity

2 Device Support: Must support over 8,000 IP device models (a

list of supported devices must be provided).

3 NVR Integration: Seamless integration with Network Video
Recorders (NVRs).
4 Automatic Device Discovery: The system should automatically

detect connected devices.

5 Simultaneous Recording: Support for concurrent recording to

archive and real-time surveillance.

6 Flexible Storage Management: Configure storage location and

recording parameters for different cameras and events.

7 Event-driven response scenarios: Recording, alarm generation,
activation of relays, and starting PTZ cameras using user-
defined presets. Notifications can be sent via SMS, email, or

through the camera's speaker output. Continuous or alarm

11
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recording can be triggered automatically or initiated by an

operator

8 Multi-Level User Rights: Support for varying levels of user
permissions.

9 Mobile Camera Recording: Use mobile cameras as channels
within the system and record streams in the VMS storage.

10 Mobile Application: View cameras and receive alerts via push
notifications on mobile devices.

11 Support and Upgrades: Free lifetime support and upgrades
(Letter from the vendor should be provided)

12 Bulk Camera Configuration: Support for configuring multiple
cameras simultaneously.

13 Forensic Search: Multi-criteria forensic search of recorded
video, including image search, color search, motion-in-area
search, event search, face search, license plate search, object
search, and operator comment search.

14 Secure Connectivity: End-to-end secure connections with
HTTPS protocol and TLS encryption.

15 Unlimited Camera Support: Support for an unlimited number
of cameras in a single platform

16 Interactive Mapping: Interactive 3D maps with support for
Google Maps and OpenStreetMap.

17 Real-Time and Edge Analytics: Support for real-time analytics
and Edge Analytics with metadata.

18 Edge Storage: Support for edge storage in cameras.

19 Web Client: A web client must be available for remote access.

20 Macro Support: Support for 'If-Then' scenarios.

12
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21 Cloud Services: The system should support cloud services.

22 Failover: Support for failover to ensure continuous operation.

23 Storage Replication: Support for storage replication for
redundancy.

24 Support Video Wall

25 LDAP Support: The system should support LDAP for user
authentication.

26 The VMS must have Al capabilities integrated directly,
without depending on any third-party systems. Configuration
should be managed within the VMS itself.

27 Al Features:

- Face Recognition (Whitelist and Blacklist)

- Multi-Camera Face Search

- Human and Vehicle Detection

- Perimeter Intrusion Detection (Alarm generation for human

or vehicle detection in specified areas)

- Smoke and Fire Detection

- People Counting

- Heat Mapping

- QR and Barcode Reader

- Custom Al Analytics (Support for custom Al analytics as
needed)

- Crowd Detection

- Personal Protective Equipment (PPE) Detection (Helmets, Hi-

viz vests, Protective clothing)

13
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- Human Behavior Analytics (Man down, Raised arm, Shotgun

detection)

- Multi-Camera License Plate Recognition/Automatic Number
Plate Recognition (LPR/ANPR) Search

28

System Integration:

- Access Control Systems (List of integrated system should be
provided)

- Fire/Security Alarm Systems (List of integrated system should
be provided)

- Integration with Perimeter Intrusion Detection System

29

Cybersecurity and Data Protection

The system must support file integrity checking during
startup, with digital signature verification and automatic

action in case of unauthorized file modifications.

The system must enforce password change upon first login
and support strong password policies, including minimum
length, complexity, expiration period, and account lockout

after a defined number of failed attempts.

The system must prevent concurrent sessions for the same user

account to enhance access control and security.

The system must include an automatic account lockout

mechanism after a defined number of failed login attempts.

The system must support access control based on IP and/or
MAC address filtering, allowing administrators to configure

whitelist and blacklist rules.

The system must support fully encrypted communication
between all components (cameras, servers, clients) using TLS
and HTTPS protocols.

14
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Passwords must be stored using secure hashing algorithms
and must not be retrievable in plain text under any

circumstances.

The system must support secure cloud connectivity using
encrypted channels (HTTPS/TLS), ensuring the confidentiality
and integrity of transmitted data.

The system must support end-to-end video stream encryption
using secure protocols such as RTSP over TLS.

The system must support multi-factor authentication (MFA),
or allow integration with MFA solutions if required.

The system must maintain detailed audit logs for all login
attempts, configuration changes, and administrative actions,

with timestamps and user identification.

GDPR & Data Protection Compliance Privacy-focused

architecture.

Current systems:

The current system installed in the sites are as follows

No.

Brand Model

Hanwha -QNO-7082R

camera
-QNO-7080R

-QNV-7080R

Hanwha -XRN-3210RB2
NVR
-XRN-2011

-XRN-2011A

-QRN-810S

15
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-XRN-1610SA

-QRN-1610S

e VMS NAS Storage Technical Specifications:

No.

Specification

Details

Comply (Y/N)

Storage
Capacity

2 x 50 TB (Main administration building
and Housha Site).

Gartner Magic
Quadrant

Requirement

Bidding brand (non-OEM) must be listed
in the Leaders quadrant of Gartner's
Magic Quadrant for main storage (2021).
Screenshot of Gartner's Magic Quadrant

is required.

System

Architecture:

The storage system must use a symmetric
active-active architecture. LUNs do not
belong to any specific controller. Service
loads are balanced among all controllers
with a CPU usage difference of less than
5%. A single LUN can utilize 95% of the
maximum performance of all controllers,
with performance differences among

controllers being less than 5%.

Controller
Scalability

Controllers must be scalable up to a
maximum of eight. Resources must be
accessible across controllers, with LUNs
not belonging to any specific controller.
Service loads must be balanced among all
controllers when multiple controllers are
configured. Related proof materials must
be provided.

16
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Non-Disruptive
Upgrade
(NDU)

The storage system must support online
software upgrades and rollback without
service interruption. Controllers must not
require a restart during version upgrade
and rollback. The upgrade must not
interrupt links between hosts and storage
devices, ensuring client services remain
unaffected. The entire upgrade process
must take less than 10 minutes.
Screenshots demonstrating the NDU

capability are required.

Controller

Configuration

Two controllers must be configured. Each
controller must use multi-core processors
with a total of 20 or more cores per

controller.

Storage Cache
Capacity

The total level-1 cache capacity of the
system must be greater than or equal to 32
GB. The level-1 cache capacity of any
individual controller must be greater than
or equal to 16 GB, excluding any
performance acceleration module (e.g.,
FlashCache, PAM, SSD cache, SCM).

Number of
Front-End Host
Ports

The configuration must include: 4 x 10
Gbit/s Ethernet interfaces and 8 x 1 Gbit/s

Ethernet interfaces.

Back-End Disk
Channel

Back-end disk channel bandwidth must
be > 192 Gbit/s to support video data

transmission.

10

Maintainability

Supports hot swap of disks, power
modules, and interfaces without service

interruption

10

Dedicated

The storage system must provide self-

17
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Storage
Multipathing

Software

developed multipathing software
supporting link load balancing, automatic
failover upon path faults and switchback,
link detection and isolation, and unified
management of host link alarms on the
storage WebUI. The software must
support Windows, Linux, AIX, Solaris,
and VMware. Related proofs must be

provided.

11

Quota

Supports Quota feature — used to limit the
storage space and number of files within a
specific directory to optimize resource

utilization.

Quotas must be configurable for any

directory.

12

QoS (Quality of

Service)

Provides tenant-level and file system-
level QoS to ensure the storage system

supports comprehensive QoS control.

Supports two QoS policies: upper limit
control and minimum performance
assurance, with additional support for

burst control.

13

Thin

Provisioning

The proposed storage solution must
include a Dynamic Capacity Management
(Thin Provisioning) license covering the
full maximum capacity supported by the

offered storage model.

18
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e Minimum Server requirements

No. | Specification Comply (Y/N)

1 Reputable brands that are officially approved and supported
by the VMS vendor.

2 Must have a dual power supply.

3 Atleast 1 x 1 TB SSD should be available for the OS.

4 Server specifications should be provided by the VMS vendor
(server calculations should be included in the tender),

including server load and bandwidth requirements

e Training
The bidder shall provide training by the VMS vendor on the proposed system, covering the following aspects:

e Installation, operation, and maintenance
e Advanced configuration and settings
e Troubleshooting

e Best practices in system administration

Certificates shall be awarded to the trainees upon completion of the training

19
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2 NAS Storage 50 TB 1
As needed Servers )
400 Camera licenses 3
30 Al - Face Recognition with
blacklist and whitelist
capabilities, including a face 4
search feature.
50 Al - Perimeter Protection -
Cameras to detect human or
vehicle intrusion into the 5
fence zone and trigger system
alarms
10 Al — Human Behavior such as
Man Down , Raised Arm, etc. 6
10 Al - Smoke and Fire
Detection 7
15 Al - PPE (Personal Protective
Equipment) to detect Helmets 8
, Protective clothing and
Safety vests
12 Al - Crowd Detection 9
f oY sl Jlay) el

Final BOQ will be confirmed after the site survey.
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